ANKUH KUMAR GUPTA

Web-Developer & Student

Versatile software developer with 2 years of total experience in
techincal field & constantly upgrading. Currently freelancing as a
Pentester and Web Developer, applying my skills in my expertised
languages and frameworks. With hands-on experience in Ethical
Hacking, and Linux distros, | am passionate about learning new
technologies. Driven by curiosity and a passion for continuous
| learning, | thrive on taking complex challenges and transforming
them into practical and efficient solutions.

® WORK EXPERIENCE

Freelance Web-Developer

Upwork | GitHub | Personal Projects (#

Nov 2024 - Present

. Developed multiple websites and managed backends for clients, including my own
PHP & WordPress-based eCommerce-blogging site.

. Researching Windows Privilege Escalation, aiming to complete a paper by end of
2025. Preparing Bug Report for Microsoft after completion of Paper writing.

. Actively managing and scaling open-source projects on GitHub across various OS
distributions.

Managing Partner & Investor

Donvill Dynamic Private Limited [

Feb 2023 - July 2024 Greater Noida, IN

. Founded a gaming management company to connect talented gamers with professional
competitions, did a good job in managing expenses and making ease in Gaming Setup.

. Managed finances, hired 20+ contracted players, and secured sponsorships, leading to
strong profitability.

- Exited with my full investment intact to focus on further studies and new ventures.

(® MAJORPROJECTS

Zero-Trace (A PrivShare Network) [

A secure, temporary file-sharing platform with token-based access and automatic 24-
hour file deletion. Focused mainly on privacy and ease of private file sharing.

" Tech Stack: Node.|s, Express.js, MySQL, HTML, CSS, JavaScript
. Security: Let’s Encrypt SSL, tokenized access, No Bug and Consistent update.
. Features: Secure file sharing, privacy-focused, admin dashboard, Magic Link.

Ghost-Glitch - The WiFi Hacking Automated Tool (7
An open-source WiFi penetration testing tool for security professionals. Automates network
scanning, WPS detection, deauth attacks, and handshake capture. Supports Linux & Unix.

. Tech Stack: Python, Bash, Aircrack-ng, Scapy, Reaver, CSV.
. Features: Real-time monitoring, Monitor Mode Control, Multiple modes and control,
Targeted Attacks & Handshake Capture, WPA3 support & Continuous Development

(2 EDUCATION

BACHELOR OF COMPUTER APPLICATION
Expected Graduation: July 2025

IIMT | Greater Noida, UP - 201308

12th (CBSE Board): 2022

10th (CBSE Board): 2020
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o lankushz69@gmail.com

0 -o19122681619

o Greater Noida, IN
a github.com/ibrokenshadow

@ linkedin.com/in/imankushgupta

Y SKILLS / AREAS
of EXPERTISE

Programming: C++, Python, Go
Backend: Node.js, PHP

Database: SQL, SQLite, MlongoDB
Systems: Linux & Windows Operations
Security: Ethical Hacking & Pentesting
Web: HTML, CSS, JavaScript

Cloud & Servers: AWS EC2, RDS, CPanel
Scripting: Bash & PowerShell

Other: Project Management

[;?] ACHIEVEMENTS @

CompTIA Pentest+ Cybersecurity
Professional

MICA Digital Marketing &
Communication - Upgrad

eJPTv1.0 Junior Pentester

Research Paper — TMTIEI
(Ethical Hacking 8« Exploitations)

Network Hacking - Udemy

&~ LANGUAGES

English
0 0o 00
Hindi
0 0 0o

French
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